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Keeping safe online

Why is cyber security important for me?

The internet and social media are amazing platforms that help us share information and stay in touch with
friends and family.

However, criminals and other unlawful organisations also use them to try to get your money, your
information or to intimidate you.

They can operate from anywhere in the world, speak most languages fluently and create convincing fake
websites. They will contact you via email, social media and text message and they will try to make you feel
scared or anxious, so you aren't thinking clearly.

All of this means you need to be prepared and always aware of the tricks they use.
What are some common issues | may come across online?
These are some of the most common situations we see.

e You get a suspicious email or text message asking you to click a link.

o These links often lead to fake websites that are designed to steal your login or financial
details.

e You get a suspicious call that asks for personal information.
o Asabove the caller will pretend to be from your bank and ask for information.

e Youreceive communication from someone pretending to be a person of authority, trying to get
you to do something.

o Often the person makes some kind of threat.
e Someone gets into one or more of your online accounts (for example: email or social media).

o If someone gets into your online account they could steal information, redirect
payments, and potentially target your friends or family by pretending to be you.

e Your credit card details are stolen, or you are scammed out of money in a fake sale or investment.

o Scammers are hoping you will see a good deal and want to pay without thinking. Or
perhaps a real website is caught in a data breach and your details are leaked online.

There are more scenarios here:
Get help now - Own Your Online

How do | stay secure online?
e lLongand unique passwords

o Thelonger a password is the stronger itis.
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https://www.ownyouronline.govt.nz/personal/get-help-now/

o Create a memorable password of more than 16 characters by joining four random words
together (for example: TriangleRhinoOperationShoes) and adding in numbers, capital
letters and symbols if required (for example: Triangle&"Rhino"Operation2Shoes).

o Importantly, do not repeat your passwords. If a criminal gets one of your passwords they
will try it on other accounts as well.

o Create good passwords - Own Your Online

e Have two-factor authentication turned on.

o Thisis an extra piece of information — usually a code on your phone —you need to log into
a website.

o Thistechnique is incredibly strong and can stop most attempts to get into your
accounts.

o Werecommend using an 'authenticator app', where this is supported.
o Setuptwo-factor authentication (2FA) - Own Your Online
e  Stay private online
o The best option to stay secure on social media is to have your privacy settings turned on.

o This will stop random people, including cybercriminals, being able to see your posts or
sending you messages.

o Protectyour privacy online - Own Your Online
e Keep everything updated.

o When you update your phone, computer or software it plugs any holes there may be in
the security as well.

o The criminals are always looking for ways to get in and updates fix the vulnerabilities.
o Keep up with your updates - Own Your Online
e Always be careful

o The best advice is to be aware of these scams and keep a look out for them if the
criminals try and contact you on any online platform.

o Ifanything seems wrong, do not engage with the person who contacted you. Especially
be cautious if they ask for money, even if they seem friendly.

o Lookfor strange links and email addresses (for example: your bank will not send you an
email from a gmail account).

o Ifin doubt, contact the organisation directly and do not follow any links or phone
numbers you get sent.

What do | do if | get scammed or worse?

There are a lot of places you can go to for help. All of these organisations will not share your details with
anyone else, unless you give your consent.
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https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ownyouronline.govt.nz%2Fpersonal%2Fget-protected%2Fguides%2Fhow-to-create-good-passwords%2F&data=05%7C02%7CHadyn.Green%40cert.govt.nz%7C80337c1e76dc4b7e101b08dcfa12832b%7C27dc6ab39c394134a7b2beddcf3638e6%7C1%7C0%7C638660204638314586%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=ie1pnQpSrD2WPa%2Ba7EdR8RFfC9kpqQpJ8sCyNr50ifM%3D&reserved=0
https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ownyouronline.govt.nz%2Fpersonal%2Fget-protected%2Fguides%2Fset-up-2fa%2F&data=05%7C02%7CHadyn.Green%40cert.govt.nz%7C80337c1e76dc4b7e101b08dcfa12832b%7C27dc6ab39c394134a7b2beddcf3638e6%7C1%7C0%7C638660204638346319%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=aTJ4Xn%2Bcjt4xi0%2Bp5I4Na3pzYZo2yi38x5U%2BR3dTsWc%3D&reserved=0
https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ownyouronline.govt.nz%2Fpersonal%2Fget-protected%2Fguides%2Fhow-to-protect-your-privacy-online%2F&data=05%7C02%7CHadyn.Green%40cert.govt.nz%7C80337c1e76dc4b7e101b08dcfa12832b%7C27dc6ab39c394134a7b2beddcf3638e6%7C1%7C0%7C638660204638378025%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=TUx4nlLcp919iezdlvsTcSjnBaH0Gxd3GhwlIXXC2pU%3D&reserved=0
https://www.ownyouronline.govt.nz/personal/get-protected/guides/keep-up-with-your-updates/

You can report cyber incidents to the NCSC through the CERT NZ portal and we can help or put
you in touch with another agency:

Report an incident | CERT NZ

If you have lost money, you should contact your bank immediately.

Scam text messages can be forwarded, free of charge, to 7726, a service run by the Department
of Internal Affairs.
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https://www.cert.govt.nz/report/

